[image: image1.jpg]PROJECT

MONITORINGICONTROL

Z0-—>nom—z—

CONCEPT

Business Partner Engagement
Document Enterpise Arcitecture
dentiiSpeciy Appleable Policies & Las
Develop C, I, & A Dbjactives

Infomation & fomation System Securty Categorization
Procurement Specifiation Development
Praliminary Rk Assessment

INITIATING
AQUISITIONDEVELOPMENT

[y —

SelectInitial Basaline of Securty Controls

Refinement - Secutty Control Basaline

Secuity Contiol Dasign

CostAnalyss & Reporiing

Securiy Planning

Unitintegration T84

INITIATIONPLANNING 9
REQUIREMENTS

Reguitements Dafinition

(business ules, system requirements

usar requiremenis, eouriy planning,

high-fevel design, et ete)

Initistion
Feasibilty Study

Project Defintion

Business Case

Projact Planning

time. oost, resouoss, sommunicatin, s, change, procurement, contingency,
Sacuity,complianos. ragulatiy, et.. ete)

Generic SDLC

T ANAYSISDESIoN

Pract of Canospt
Gprototype, modeling, et ete)
Detaied Design

Technical Specification

E GOALS AND OBJECTIVES
8
2
¢
¢
A
i
B
H o
H A PORTFOLIO
= F
2 0
0 A
H b
4 A
H
H
H E
g prodEcT A OPERUTIONS

T PLANNING EXECUTING CLOSING

ProductComponent nspecion & Acceptance
Security Contol Integration
UsevAdminisrative Guidance

System Secuiity Test & Evaluation (ST&E) Plan
Secuty Certication

Statement of Recidual Rk

Security Aceditation

BuildDevelopment
Integration Planning
Dosumentation

Test Planning

Deployment Planning
Tiaining Planning

Business Continuty Planning
Transiion Planning

OPERATION RETIREMENT

IMPLEMENTATION/ASSESSMENT . SUNSETIDISPOSITION

Transiton Planning
Companent Disposal
Media Sanitzation

Information Archiving

‘OPERATIONSMAINTENANCE

Configuration Managament, Changs Contiol & Auditing
Continaus Monitoring

[

Rescoredidation

Incident Handling

Auditing

Intrusion Dataction & Monitaring

Contingency Plan Testing

BUILDDEVELOPMENT . RETIREMENT

Retirement

DEPLOYMENTIMPLEMENTATION

Deployment Disposal
Training Archive
Suppart

TEST

Testing
(unit e, function tes, intagration tat,
Tegression test, ystem tet, user
acceptance test, et ato)





